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e Dataandlaw

® Law produces more and more data in digital form
* Legal texts, regulations, case reports...
* Statistics and figures about cases and law decisions

* Lawyers and law decisions reuse more and more digital
data
* Videos, pictures or text from social media, web sites
* Data produced by suspects or about suspects
* Used as supports for investigations, proofs ...
* Perspectives for prevention of dangerous actions / events

* Law provides regulations and guidance about data
accessibility, sharing, processing, ...

®* RGPD, European law about the use of Al
* Al act
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@. Issues in sharing datasets
®

*Finding the right dataset for the proper use

* Accessing to this dataset

*Being able to open, manage and operate the dataset
* Actually use the dataset
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Issues in sharing datasets:
.. a first analysis: a technical point of view

*Finding the right dataset for the proper use
* Add metadata, the richer the better
* Standardize metadata vocabularies and their values

* Accessing to this dataset (how to download it?)
* Standard protocols

*Being able to open, manage and operate the dataset

* Use standard and open format to store the datasets
* Use standard vocabularies to decribe and type the data

* Actually use the dataset
* Inform about licences and access rights
* Provide detailed descriptions of the data
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Findable

* F1. (Meta)data are assigned a globally unique and
persistent identifier

* F2. Data are described with rich metadata

* F3. Metadata clearly and explicitly include the identifier of
the data they describe

* F4. (Meta)data are registered or indexed in a searchable
resource

\

/ Interoperable

+ |1. (Meta)data use a formal, accessible, shared, and broadly
applicable language for knowledge representation.

+ |2. (Meta)data use vocabularies that follow FAIR principles

+ |13. (Meta)data include qualified references to other
(meta)data

.
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.. The FAIR principles for data sharing

/

+ Al (Meta)data are retrievable by their identifier using a
standardized communications protocol

» ALl.1The protocol is open, free, and universally
implementable

+ ALl.2 The protocol allows for an authentication and

Accessible

authorization procedure, where necessary
« A2, Metadata are accessible, even when the data are
no longer available

Reusable

+ R1. Meta(data) are richly described with a plurality of
accurate and relevant attributes

» R1.1. (Meta)data are released with a clear and
accessible data usage license

» R1.2. (Meta)data are associated with detailed
provenance

* R1.3. (Meta)data meet domain-relevant community
standards

Wilkinson, M., Dumontier, M., et al. (2016). The FAIR Guiding Principles for scientific data management

and stewardship. Scientific data, 3(1):1-9.
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How can ontologies and formal

.. vocabularies help?

* Machine readable metadata with identifiers = semantic metadata
* RDF, RDFs and OWL can be used to represent metadata

/ — A N
. / :
' Findable \ Accessible |
* F1. (Meta)data are assigned a globally unique and + Al (Meta)data are retrievable by their identifier using a
persistent identifier standardized communications protocol
* F2. Data are described with rich metadata » AL1The protocolis open, free, and universally
* F3. Metadata clearly and explicitly include the identifier of implementable
the data they describe » AL.2 The protocol allows for an authentication and
» F4. (Meta)data are registered or indexed in a searchable authorization procedure, where necessary
resource || « A2, Metadata are accessible, even when the data are )
\_5_ _f,/ \\__ no longer available 4
/7 N/ N
Interoperable \ Reusable
+ |1. (Meta)data use a formal, accessible, shared, and broadly + R1. Meta(data) are richly described with a plurality of
applicable language for knowledge representation. accurate and relevant atiributes
+ 2. (Meta)data use vocabularies that follow FAIR principles * RL1 (Meta)data are released with a clear and
+ 13. (Meta)data include gualified references to other accessible data usage license
[meta}dﬂa/u\ * R1.2. (Meia)data are associated with detailed
* RDF, RDFs and OWL are formal, accessible, shared, broadly applicable  |relevant community |
* Ontologies are FAIR vocabularies by definition /

* Linked Open Data refer to each other J .
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How can ontologies and formal
.. vocabularies help?

* Ontologies provide classes to define types of metadata and
properties to describe them precisely

* Examples of widely reused ontologies for metadata
* Dc-term: author, format, version, institution, licence
* DCAT: catalogue metadata for datasets
* Prov-o: provenance ontology
* SSN: sensor data ontology

* Formal vocabularies and knowledge bases provide formal
representations of entities that can used as metadata values
®* Geonames or OpenStreetMap-data for locations
* Use identifiers for authors (i.e. ORCID for researchers)
* Use wikidata for famous people, monuments, historical periods, events

* Use medical ontologies for names of diseases, anatomy, ...
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. Pré-FAIRisation ~.

- Post-FAIRisation

( 7. Evaluate FAIR

e N\
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6. Publish FAIR
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FAIRisation process (Jacobsen et al., 2020)
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A success story: the BNF dataset
.. https://data.bnf.fr/semanticweb

*BNF = French National Library
*Each documentis described with sematic metadata

*BNF-onto: a unique metadata schema for the entire
collection https://data.bnf.fr/ontology/bnf-onto/

*This schema is made of various standard ontologies,
vocabularies
® Dc-term, RDA-registry, Foaf and SKOS
* DBPedia, GeoNames, Ign, ...

*It is compliant with international library norms
* [FLA-LRM Library Reference model
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@. National and international initiatives
®

* RDA working groups
* INRAE as French leader for the French chapter

*Recherche.Data.gouv
* French portal for research datasets

* EOSC supported projects
* Adoption of the CKAN standard
* FAIRimpact project

*FAIRsFAIR
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@ Somelimitationsof the FAIR principles
®

* No reference to law... or proposed
* Each data portal or catalogue can have its own schema

* Web catalogues of datasets that collect metadata from dataset
repositories or from other reference catalogues must translate original
metadata into their own schema

* No information is asked about the dataset structure and the
precise location of each data in the storage

* VVery technical view ... but semantics means more

* Metadata are added by domain experts using domain concepts >
which accessibility to non-experts ?

* Metadata should be rich: definitions in natural language, labels in
various languages, ...
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o
= SEMANTICS 4 FAIR

*Goals
* Reduce the gap between data users and data producers
* Application to the METEO-France data portal
* Make METEO-France datasets FAIR

*Methodology
* Use semantic models
* Reuse existing ontologies and vocabularies
* Build a rich core ontology usable in any domain
* Describe the dataset structure (starting with tabular data)
* Make this ontology adaptable to knowledge domains
* Make it easy to describe datasets with this ontology
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Example: the SYNOP dataset

Descriptif Mnémonique | type unité
Indicatif OMM station numer_sta car
Date (UTC) date car AAAAMMDDHHMISS
. . Pression au niveau mer pmer int Pa
PDF file that exp lains » Variation de pression en 3 heures tend int Pa
th e content Of ata b | e Type de tendance barométrique cod_tend int code (0200)
Direction du vent moyen 10 mn dd int degré
Vitesse du vent moyen 10 mn i réel m/s
Te re Ct) réel K
oint de rosée ti réel K
numer_sta date pmer ff { t }
-
7005 20200201000000 100710 3.200000 285.450000
7015 20200201000000 100710 7.700000 284.950000 ' Extract of a table
7020 20200201000000 100630 8.400000 284.150000 in the dataset
7027 20200201000000 100770 5.500000 285.650000

® Technical terms, acronyms, no definition
* No schema provided with the table

* The dataset is not self contained: the pdf file is « somewhere » on the web portal
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The Dataset Metadata Ontology (DMO-core)
.. for tabular data

* A core model for representing both descriptive metadata and
the internal structure of a dataset.

* Relies on existing FAIR vocabularies and ontologies and is
itself compliant with the FAIR principles.

* dmo-core can be instanciated with domain-specific entities
and definitions to provide domain understanding for data
consumers

http://w3id.org/dmo
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® DMO-core: reused ontologies

dcat:Dataset decat:distribution —REE LR

det:description deticonformsTo det:publisher
det:title dqv:hasQualityMeasurement dct:provenance
DC AT t d t .F deat:contactPoint deat:spatialResolutioninMeters prov:qualifiedAttribution

® . metadata 10r deat:keyword rdfs:comment ( resolu in text) prov:wasGeneratedBy

det:spatial deat:temporalResolution proviwasUsedBy
. det:temporal deticreator
d t t d t t doat:theme Metadata about access rights geodcatap:originator
a ase OCU men a |0n deticreated geodcatap:resourceProvider
det:modified geodcatap:distributor
foaf:page dct;accessRights
det:identifier dct:rightHolder —
deatandingpage
det:language
adms:identifier det:hasversion
det:accrualPeriodicity det:isVersionOf
det:isReferencedBy owl:versioninfo
det:issued adms:versionNote
adms:sample geodcatap:processor
det:source
det:subject
det:type
det:relation
deat:qualifiedRelation
geodcatap: user
geodcatap: principalinvest
igator
-

e QB (RDF Data Cube): (e WO rcrp i) IR o-corvorrisyesinion S

gbislice gh:componentProperty

metadata to describe ﬁ o coponsapet _ e —

— qgbeslicaStructure — JETESTETER - ES
rdfs:subClassOf

dataset structure | .

e CSVW: metadata for =
- o MRS ..
table description omtoigter |

VA W1 I «— csvwicolumn W

/‘
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The DMO-core ontology

Iskos:{‘oncept

gh:ComponentSpecification —‘qb:DI mensionProperty I
ghedimension

Dmoc main concepts: e [y ]

ghimeasu reDimension —| gh:MeasureFroperty I
gbrorder
gbrconcapt
= - X
e dmoc:Dataset T e
goCamponent FhromponentPronerty GTIOCIEfErences

th'campmemﬂﬂcpﬂny

a gb:Dataset, N e B |

ghrstrictore

Iq ;Dataset _ Tﬂﬁ:ﬂrcﬂtm:mre
a dcat:Dataset = T e |

drmocIrog, wings 'y
| dmoc:Dataset I |
. . Idmcc;slicc |
® d - S | doatdataret
moc:Slice e |
b:Sli - |
a q - Ice r decat:Dataset | deat:Distribution
prov-wasGenerated By [GratoccessOml |
- deotkeywornds deatdownloodURL
a dmoc:Dataset i prri
decbaccessRights detoccessRights
derconformsTo deteanformsTo
; - - - defersator deataistribuon |OCEdesoiption
e dmoc:TabularDistribution i B
1 Goblonguoge dotmadificd
. = = = deriicense dctrghts
a dcat:Distribution st mostes s
debpublicher detbyteSize
dektitle
doivoe
Idmcc:Ta'JuIarDi;trihthi:n |
— » subclassOf property dmacisDesciitedBy |
| | cavardiolect
| CsWTTae [ L i
el AWM O-CcOre perenies csvwiTableGroup F————— | svwiTable csww:Dialect
csvwr:tobleDirection csvwfableDirection cawwdelimiter

cvweencading
cswwheoder

|mw:54:|| :mu_li
covwerelmn

cxvwforeignkiey

| cavctableschena

—— » Domain ontology properties

cwvwiTablcReference

esvwiColumn

czvwcalumrnReferance

|nsd:S-tril|E II
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How would a tabular datasetin Law be

@ ’ Agent
/"
(1) Select a Law ontology LegaIPve\rson Lega'ierson
i.e. LRI-Core .
ResponsiblePerson DataProducer
Or FOLaw /\
y —

[skos:Concept 1\ (3) Select law concepts to
gb:ComponentSpecification —I gh:DimensionProperty | re p rese nt p ro pe rtles
qb:dimension
gb:measure _| gb:AttributeProperty | q b:co ncept
gqb-atiribute
gb:measureDimension —| gb:MeasureProperty |
qb:order

! gqbiconcept
gb:component gb:oomponentProgerty Iqh:Com Pﬂl‘iEl‘i:iPrOPEI't‘.I' |‘ dmoczreferences LaWData Set-RESpPerSOF\
| qgb:DataStructureDefinition | gb-componentProperty
b:slicek: « .
abstructure | L o _ |< LawDataset-slicel-Key

| gh:Dataset - qb:sliceStructure

———— [ eserfopaies | (2) Create instances of

MO Fequires ry
[dmociDataset | | DMO-core concepts

I dmoc:Slice I

LawDataset LawDataset-slicel

Engers, Tom & Boer, Alexander & Breuker, Joost & Valente, Andre & Winkels, Radboud. (2008). Ontologies in
the Legal Domain. 10.1007/978-0-387-71611-4_13.
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@ More limitations of the FAIR principles
®

* \Very technical view ... but sharing raises more issues

* No reference to data sharing regulation / law

* Regulation about personal data RGPD
* Regulation about data analytics with Al

* No reference to sharing preferences, or particular sharing
conditions according to the target user or use conditions

* Making formal law and preferences
* Formal access control
* Semantic rules using a law ontology
* Representation of regulations and law
* Representation of sharing preferences
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Making formal sharing regulations:
.. Ontology-Based Access Control

N :m.'"';:'r;i T e opet P-Y. Gicquel, J. Bouché-Pillon, P. Zaraté, N. Aussenac-Gilles, Y.

- : gorruit;on ----- = isAssignedTo Chevalier. Ontologies and Rules for Access Control: a Feature
e ru use 0 L ji N
C®fmd —ocatsant Oriented Survey. DECISIONING 2022. pp.1-12. (hal-03762626)
- Kidnap . = jsRelatedTo
- Murder . B isRelated ToWhichTypeOf
“ (0 Robbery .. mm isTheLeaderOf

v @) Crime_scene . = Obtainedin
- () Evidence
' . Place

e . Country

¥ @ Criminal_Organi
- () Leader
L (0 Syndicate

¥ @ Department
- () Intelligence
- () National_security
b . Police

¥ @ Person
- () Accused
- () Witness

Rule engine alid f ALl Decision

haring| decision

Rejected
for sharing
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Making formal sharing regulations and

.. preferences: an adaptive access control

¥ owlThing v owl-topObjectProperty

\ . Crime L. M helongsTo
- Corruption . = isAssignedTo
- Drug_Abuse . = isLocatedin
- Fraud = isOneOfThe
- Kidnap . mm isRelatedTo
- @ Murder . jsRelated ToWhichTypeOf
“ (0 Robbery .. mm isTheleaderOf

v @) Crime_scene . = Obtainedin
- () Evidence
v Place

- . Country

¥ @ Criminal_Organi
o () Leader
- . Syndicate

v-- {0 Department ici
- @ Intelligence Decision
- () National_security
- . Police

¥ @ Person
- ) Accused
- () Witness

Valid for Decision
Support

alid f Human

Rule engine haring| decision

sharing

System
Rejected Rejected
for sharing for sharing
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@ Theroadisopenfornew research
®

* Semantic metada can improve (law) dataset FAIRness

* Law ontologies, formal metadata and decision support
systems can help to implement regulations and
preferences about data sharing languages

®* Investigation lines for the future
* New types of metadata are required
* Narrow collaboration between law and Al researchers
* Build relevant law and context ontologies

* Integrate case models or user feedback thanks to machine
learning

* Be allowed to access to past decisions
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